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Stack Visualization

low high



Stack Visualization

low highchar buf[4] int check



Stack Visualization

low highchar buf[4] int check

 0x44     0x33     0x22     0x11 

Little endian!



demo 1!



Code redirection



Stack Layout - Caller’s Frame
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Stack Layout - Arguments
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Stack Layout - Return Pointer
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Stack Layout - Callee saves rbp
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Stack Layout - Callee prologue
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Stack Layout - Callee’s frame
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Stack Layout - Buffer overflow
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Stack Layout - Overwrite variables
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Stack Layout - !!!
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We control rip!!



demo pt2

we hack some more things



ROP



ok but we still need a function to jump to



ok but we still need a function to jump to



ok but we still need a function to jump to

Totally safe… right?!



Buffer Overflow Layout
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We control rip!!



But we control even more…
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We control rip!!



Gadgets

ROP Gadgets: small snippets of code which (typically) end in a ret

pop rdi;
ret;

mov [rbx], rax;
ret;

mov rsi, r13;
call [r15 + rbx*8];



Chaining Gadgets
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pop rdi;
ret;

Goes into rdi
call func2



demo pt3


